
 

 

   
 

 
 

  
 

   
  

     
  

  
  

 
        
     

 
  

 
    

   
       
      

  
     

      
      

 
  

   
    
     

      
     

   
      

     
    

     

 
  

 

 
 

February 22, 2022 

Lina M. Khan, Chair 
Federal Trade Commission 
Office of the Secretary 
600 Pennsylvania Avenue NW 
Suite CC–5610 (Annex B) 
Washington, DC 20580 

Re: Impersonation ANPR; FTC File No. R207000 - Trade Regulation Rule 
on Impersonation of Government and Businesses 

Dear Ms. Khan: 

The undersigned attorneys general, led by the attorneys general of 
Florida,AIowa, Mississippi,APennsylvania, and TennesseeA(“attorneys 
general”),AwriteAinAresponseAtoAtheAFederal TradeACommission’s (“FTC”) 
Advance Notice of Proposed Rulemaking and Request for Public 
Comment concerning impersonation scams. Attorneys general 
appreciate the opportunity to address the important issues implicated 
by theAFTC’s contemplated rulemaking to ensure that consumers are 
protected from the harms of such scams. 

Attorneys general are uniquely qualified and well-positioned to 
provide insights regarding impersonation scams. As the chief law 
enforcement officials of their respective jurisdictions, attorneys 
general oftenAactAas a “frontAline” defense againstAimpersonation 
frauds. Consumers commonly file large volumes of complaints about 
such activities with attorneys general. In addition to constantly 
receiving and evaluating consumer complaints, attorneys general are 
charged with protecting consumers from fraud through the dutiful 
administration of consumer protection laws, sometimes called unfair 
and deceptive acts orApractices (“UDAP”) laws orAmini-FTC Acts.1 Also, 
attorneys general often work collaboratively in other ways. For 

1 Examples of such laws include the Mississippi Consumer Protection Act, Miss. Code 

Ann. § 75-24-1 et seq., the Pennsylvania Unfair Trade Practices and Consumer Protection 
Law, 73 P.S. § 201-1 et seq., Florida Deceptive and Unfair Trade Practices Act, Chapter 
501, Part II, Florida Statutes (“FDUTPA”) and the Iowa Consumer Frauds Act, Iowa Code 
§ 714.16. 



 

   
 

 

    
       

    
      

        
      

          
 

       
         

     
    

   
      

     
 

    
 

     
     

       
     

      
        

     
     

        
   

 
         

      
      

       
        

 
       
         

      
       

        
   

 
     

      
    

example, attorneys general have commissioned a National Association of Attorneys General 
“imposters” working group toAkeep abreastAofAissues relating toAimpersonationAscams,AshareA
intelligence, and coordinate responses on a regular and ongoing basis. Further, attorneys 
general typically engage in consumer outreach and education efforts to warn consumers 
about how to avoid becoming victims of impersonation frauds. These activities have 
provided attorneys general in-depth knowledge and experience of impersonation scams, 
which they offer in serviceAofAtheAFTC’s requestAforAcomment. 

Attorneys general have not attempted to answer all the questions posed in the Advanced 
Notice of Rulemaking but have addressed the ones most important to protecting 
consumers. Overall, attorneys general believe there is a pressing need for FTC rulemaking to 
address the scourge of impersonation scams impacting consumers across the United 
States. A national rule that encompasses and outlaws such commonly experienced scams 
discussed herein would assist attorneys general and their partners in reducing consumer 
harm, maximizing consumer benefits, and holding bad actors to account. 

I. THE WIDESPREAD IMPERSONATION SCAMS TARGETING AMERICAN CONSUMERS 

Impersonation scams are a pervasive problem impacting millions of American consumers. 
The numbers of consumer complaints regarding impersonation scams received by specific 
attorneys general can vary, but they illustrate that impersonation scams are a serious 
problem. Several examples of complaint volumes in specific jurisdictions during years 2019 
throughA2021 areAinstructive. ForAexample,AtheAArizona Attorney General’s OfficeAreceived 
over 1,700 consumer complaints about impersonation scams during that time, including all 
government, business, and individual imposter scam categories. Likewise, total consumer 
complaints regarding all imposter categories were as follows for several other attorneys 
general: Arkansas (over 1,100), Iowa (over 1,000), North Carolina (over 2,200), and 
Washington (over 2,100). 

In Florida, where the complaint volume reached almost 5,000 from 2019 through 2021, 
numerous impersonators were held responsible by way of litigation filings by the Florida 
Attorney General’s Office,AwhichAresulted in moreAthanA10 consentAfinalAjudgments entered 
in a variety of government imposter and business/tech scams, yielding permanent 
injunctive relief and monetary relief in the millions. 

And while the volume of consumer complaints filed with attorneys general are alarming, 
consumer complaints do not fully capture the reality regarding the number of imposter 
scam victims. One of the most nefarious aspects of impersonation scams is that many 
victims never become aware they were defrauded. Attorneys general often find that 
consumerAcomplaintAnumbers areAjustAtheA“tip ofAtheAiceberg” in terms ofAactual victims 
impacted by specific imposter activities. 

For example, the Iowa Attorney General received only four total consumer complaints 
regarding a specificA“certificateAofAexistence” governmentAimposterAscam operationA
discussed below. However,AtheAIowa Attorney General’s subsequentAinvestigationA



 

   
 

 

     
     

       
     

         
  

 
      

        
       

       
       

             
        

 
        

    
      

       
     

     
       
         

 
 
     
 
     
 
       

          
      

        
   

        
           

        
      

     
 
       

       

 
   

 

uncovered that over 1,200 Iowa consumers had purchased the unnecessary certificate. 
None of the non-complainantAconsumers theAIowa Attorney General’s investigators 
interviewed indicated that they had even realized they had been scammed because the 
consumers believed the government imposter mailer was a required government invoice. 
There was no obvious reason for consumers to review the transactions after they had 
already occurred. 

Similarly,AtheATennesseeAAttorney General’s ComplaintAagainstA“Mandatory PosterAAgency” 
et. al (whichAis alsoAdiscussed below) noted thatA“[a]tAleastA35ATennesseeAconsumers hadA
complained” aboutAtheAcompany’s governmentAimposterAactivities,AbutA“[t]housands ofA
other Tennessee businesses are likely unaware that they have needlessly paid Defendants 
hundreds of thousands of dollars over the years, precisely because those business owners 
believe that Defendants are part of or acting on behalf of the Tennessee government and 
thatAthey areArequired toArespondAtoADefendants’Amailers and send themAmoney.” 

In yet another example, the Iowa Attorney General received only two consumer 
complaints regarding companies discussed below that were sending older Iowans 
misleading government imposter mailers requesting them to return personal information 
about themselves to generate telemarketing leads for insurance salespersons. However, the 
Iowa Attorney General’sAsubsequentAinvestigations ofAtheAcompanies revealed that,A
between them, hundreds of Iowa consumers had returned personal information and the 
companies sent thousands of mailers to Iowans. The vast majority of the impacted 
consumers were unaware they had been targeted and would not have had cause to 
complain. 

A. Impersonation of Government Entities 

1. Document Preparation Scams 

Attorneys general find that it is commonplace for bad actors to employ government 
imposter tactics at the expense of consumers. In particular, consumers who start small 
businesses and charities often navigate the process of legally formalizing the corporate 
entity without the assistance of legal counsel. They can become easily confused regarding 
associated legal requirements and paperwork. For example, unsophisticated consumers 
may not grasp theAlegalAdistinctions betweenAa “certificateAofAorganization” necessaryAtoA
formalizeAanALLC,Aand a “certificateAofAexistenceA[orAgood standing]” orAaA“certificateAofA
status” merely attestingAtoAtheAfact thatAa business is inAgood standing pursuantAtoAa loanA
application. These conditions are ripe for predatory actors to blur the meaning and import 
of various government forms and procedures to their benefit. 

One operation allegedly induced thousands of consumers in multiple states to buy 
anAunnecessaryA“certificateAofAexistence” forAnewly formed entities.2 The operators regularly 

2 The allegedly deceptive mailer associated with the operation is attached to this comment as Attachment 1. 



 

   
 

 

        
       

       
       

         
         

         
        

       
       

 
 

      
       

       
       

      
        

  
 
          

    
     

      
   

     
          

       
           

      
        

      
      

       
        

        
 

 
   
 

 
   

      

 

accessed public information from Secretaries of State or other agency websites where 
corporate documents are filed to harvest contact information regarding those consumers 
who recently started new businesses or charities. The operators used the information to 
send consumers a “CertificateAofAExistenceA[orAGood Standing] RequestAForm” mailerAthatA
appeared to be a government invoice for a payment needed to complete the corporate 
entity formalization process. Although the certificates were available from the state for a 
nominal fee, the operation often peddled the certificates for more than a 1000% markup of 
theirAbona fideAcost. TheseAextremeA“profits” stemming fromAtheA“service” ofAforwarding theA
certificates to consumers who unknowingly ordered them from a private company could be 
easily pocketed by the scammers or otherwise leveraged against the efforts of attorneys 
general investigating and prosecuting them. 

Similar operations in Florida involving direct mail solicitations for certificates of status 
resulted in three filed lawsuits and two judgments since 2019. Two of the lawsuits results in 
a permanent injunction against Defendants, and monetary recovery which includes 
restitution,AcivilApenalties,Aand attorney’s fees. InAaddition, the attorneys general of Iowa, 
Michigan, Mississippi, and Utah have achieved settlements with or are currently prosecuting 
ongoing lawsuits against the participants of the operation or nearly identical operations in 
other states. 

As another example, multiple attorneys general have taken legal action against or 
achieved settlement agreements with participants of a notorious operation targeting 
consumers in multiple jurisdictions over a protracted period.3 The company names used by 
the operators varied, including “CorporateARecords Service,” “LaborALawAPosterAService,” 
“Mandatory PosterAAgency,” and others. TheseAgenerically-named companies send mailer 
solicitations that many attorneys general have alleged appear to consumers as government 
invoices for documents one can easily obtain from Secretaries of State for a nominal fee. 
The Florida Attorney General brought action in 20194 and the Tennessee Attorney General 
also recently brought an action against the purveyors of the operation. The Tennessee 
Attorney General’s ComplaintAagainstAthemAreferences theAfact thatAtheADefendants had 
already beenA“subjectAtoAlaw enforcementAactions inAmultipleAstates,” including atAleastA
“Alabama, Arizona, Colorado,ADelaware,AFlorida,AIdaho,AIllinois,AIndiana, Iowa, Kentucky, 
Louisiana, Michigan, Missouri, Nebraska, New Hampshire, North Carolina, North Dakota, 
Wisconsin,AUtah,Aand theAUnited States Postal InspectionAService.” Yet,A“[d]espiteAanA
avalanche of complaints from consumers in Tennessee and throughout the country, F rating 
from the BBB, and government warnings, [they] remain undeterred and their misconduct 
continues.” 

2. Regulatory Compliance Scams 

3 Allegedly deceptive mailers associated with the operation are attached to this comment as Attachment 2. 
4 Kylie Mason, Attorney General Moody Takes Action to Shutdown Imposter Scam, OFFICE OF THE ATTORNEY GENERAL OF 

FLORIDA (Mar. 6, 2019), 
http://www.myfloridalegal.com/newsrel.nsf/newsreleases/4C4154E8189472AB852583B5005AEB84?Open& 

http://www.myfloridalegal.com/newsrel.nsf/newsreleases/4C4154E8189472AB852583B5005AEB84?Open


 

   
 

 

       
          

   
          

       
       

        
        

           
        

    
       

  
 

        
       

     
       

       
       

         
       

             
        

   
 
     
 
        

         
       

        
    

          
       

        
     

 
       

  

 
   

 

Many government imposter scams do not target broad swaths of consumers 
starting all manner of small businesses and charities, but instead focus on niche industries 
involving workers tasked with fulfilling regulatory reporting requirements. For example, 
motor carriers must file a free and simple report with the United States Department of 
Transportation biennially. Carriers canAcompleteAtheAbiennial reportAonAtheAagency’s 
website. At least two companies, using publicly available information, send motor carriers 
mailerAsolicitations toAfileAreports onAbehalf ofAcarriers inAexchange forAaAfee. One company’s 
mailer warned recipients thatAa “failureAtoAcompleteAa Biennial UpdateAmay resultAinA
deactivation of your USDOT number and may result in civil penalties of up to $1,000 per 
day…”5 The Iowa Attorney General accused both companies of engaging in a government 
imposter scam by purposefully designing the solicitations to mislead recipients that they 
were a government agency notice threatening fines against those carriers who failed to 
respond with payment. 

By way of further example, in December 2020, the Pennsylvania Office of Attorney General 
entered intoAa settlementAwithAUnified Holding Group, LLC,AwhichAdidAbusiness as “StudentA
EducationACenter” (“SEC”). SECAallegedly madeAtelephoneAsolicitations toAPennsylvania 
consumers and offered services to reduce or eliminate consumers’AstudentAloanAdebt. 
Beyond the use of telephone solicitations, SEC allegedly represented themselves as a new 
servicer on their website and posted fraudulent reviews—purportedly from customers 
nationwide—onAtheABetterABusiness Bureau’s website. InAfact, SEC was not a servicer of 
student loan debt, and the company allegedly tricked Pennsylvania consumers out of at 
least $74,000.00 in fees for enrolling them into Income Driven Plans, which are free to enroll 
in. In the settlement, the company agreed to refund fees, pay $50,000.00 in costs and 
penalties and to cease operations in Pennsylvania. 

3. Lead Generation Scams and Others Targeting Specific Populations 

Other government impersonation scams target specific populations that can be 
more vulnerable to them. For example, some lead generation companies send mailer 
solicitations to older consumers requesting them to return personal information they will 
sell to insurance salespersons for subsequent telemarketing purposes.6 The mailers can 
include headers likeA“2019 BenefitAInformationAForA[Recipient’s state] Citizens Only,” and 
languageAlike:A“As a residentAofA[Recipient’s state],AyouAareAentitled toAmoreAbenefits not 
provided by government funds. You now have access to a 2019 regulated program which 
may pay 100% ofAallAfinalAexpenses… ReturnAthis postage paid card withinA5Adays toArequestA
this newAbenefitAinformation.” TheAenvelope including theAsolicitations may contain 

5 Eric Miller, FMCSA: Beware of Companies Posing as Government Agencies, TRANSPORT 
TOPICS (Apr. 13, 2021), https://www.ttnews.com/articles/fmcsa-beware-companies-posing-
government-
agencies#:~:text=Iowa%20Attorney%20General%20Tom%20Miller,updating%20the%20MC 
S%2D150%20form 
6 The allegedly deceptive mailer associated with the operation is attached to this comment as Attachment 3. 

https://www.ttnews.com/articles/fmcsa-beware-companies-posing-government-agencies#:~:text=Iowa%20Attorney%20General%20Tom%20Miller,updating%20the%20MCS%2D150%20form
https://www.ttnews.com/articles/fmcsa-beware-companies-posing-government-agencies#:~:text=Iowa%20Attorney%20General%20Tom%20Miller,updating%20the%20MCS%2D150%20form
https://www.ttnews.com/articles/fmcsa-beware-companies-posing-government-agencies#:~:text=Iowa%20Attorney%20General%20Tom%20Miller,updating%20the%20MCS%2D150%20form
https://www.ttnews.com/articles/fmcsa-beware-companies-posing-government-agencies#:~:text=Iowa%20Attorney%20General%20Tom%20Miller,updating%20the%20MCS%2D150%20form
https://50,000.00
https://74,000.00


 

   
 

 

       
     
      

     
      

 
         

   
       

     
           
       

         
         

     
       
        

 
 

       
          
      

       
         

     
    

 
   

 
        

         
           

       
        

 
       

 
       

           
       

           
            

            
       

        

statements conveying anAunjustified senseAofAurgencyAtoArespond,AsuchAas: “Dated Material,” 
“OpenAImmediately,” “ImportantAInformationAEnclosed,” and “Second Notice:ATimeASensitive.” 
These tactics can be particularly confusing to older consumers, who may respond believing 
they are applying for government help but instead receive aggressive telemarketing calls 
from insurance agents who commission the solicitations. 

Some government impersonation scams target specific classes of people like 
teachers and other public employees earning a pension. The Indiana Attorney General 
recently filed a lawsuit against PERA, LLC, alleging the company sent email solicitations to 
“atAleastA70,000” Indiana employees thatA“contain[ed] characteristics orAlanguage thatA
imply or would lead consumers to believe that the solicitation is sent from the Indiana 
PublicARetirementASystemA(“INPRS”) orAanAapproved . . . serviceAprovider.” TheAmessages 
allegedly stated that,A“Each year,Aas anAemployeeAofA[organization] youAareAeligible to 
schedule a phone call or teleconference meeting with a representative for answers to your 
specificAstate,Afederal and individual retirementAbenefitAquestions.” TheAIndiana Attorney 
General’s ComplaintAalleged theseAsolicitationsAimplied “thatAtheAsolicitation offered an 
INPRS related benefit rather than a sales appointment for products not affiliated with the 
recipient’s employment.” 

While many government imposter scams tend to solicit consumers via the United States 
Postal Service, others use the internet and search engine optimization to impersonate the 
government. In one such imposter scam, a web-based concealed weapons permit 
“assistance” serviceAoperating in Florida misledAconsumers toAbelieveAthatAeitherAthey wereA
dealing directly with the state or that the business was affiliated in some way with the 
government. TheAFloridaAAttorney General’s lawsuitAresulted in a permanentAinjunction,A
restitution,Aa civilApenalty,Aand attorney’s fees. 

B. Impersonation of Businesses 

Year to year, impersonation of businesses is a persistent problem reported to state 
consumer protection agencies, either outpacing or running a close second to government 
imposter scams. An exact count is difficult due to differences in categorization from state 
to state, but business imposter scams have targeted thousands of consumers nationwide, 
with the number of complaints increasing over the last several years. 

1. Impersonation Scams Involving False Affiliations with Other Businesses 

Business imposter scams can be separated into two general categories. In the first 
category, the imposter claims to be either working directly for an actual business or else for 
a third party endorsed by that business. A common example is a tech support scam, in 
which the imposter claims that they are contacting the consumer on behalf of Microsoft or 
Apple to convince the consumer to grant the imposter remote access to their computer. 
The imposter is then able to access personal information or else direct the consumer to 
pay for unnecessary, overpriced software. For example, the Pennsylvania Office of Attorney 
General in collaboration with Connecticut Office of Attorney General and the FTC took 



 

   
 

 

        
        
       

      
 

        
        

     
        

      
        

 
    

        
         

 
       

      
     

     
      

       
     

          
       

      
         

      
      

    
 

        
 

        
          

         
      

         
     

       
 

         
    

 

enforcement action against Click4Support, LLC, iSourceUSA LLC, Innovazion Inc., Spanning 
Source LLC and their officers, which resulted in a judgment exceeding $27 million against 
certain of the defendants. These companies allegedly engaged in a scam in which they 
would promote themselves via popup advertisements made to look like warnings. When 
consumers called in, telemarketers would allegedly portray the company as being affiliated 
with tech companies including Apple, Google, Dell and Microsoft, according to the lawsuit. 
After being granted remote access to consumers’Acomputers,AtheAimposterAwould performA
actions to cause error and warning messages to be displayed, as alleged. The imposters 
would use this to pressure consumers into paying thousands of dollars in some cases for 
“technical supportAservices,” which in some cases amounted to simply deleting harmless 
files or replacing existing antivirus software with other programs, according to the lawsuit. 

Imposters haveAalsoAcommonly posed as a consumer’s energy company orAbank. TheseA
scams typically occur over the phone, but scammers have also reportedly used letters 
bearing the logo of the business they are imitating to the same effect. 

In 2020 and 2021, the Florida Office of the Attorney General obtained six consent 
judgments against a variety of Defendants engaged in a tech support scam which is 
believed to have impacted as many as 70,000 people nationwide. In this far-reaching 
business imposter scam, the imposters posed as reputable companies and placed 
telemarketing calls to consumers offering to perform a complimentary computer diagnostic 
toAensureAtheAconsumer’s computerAwas secure. TheAcompanies alsoAmarketed throughA
pop-up advertisements that would appear as purported security or virus alerts from 
reputable software providers directing the consumer to call a phone number for assistance. 
Those calls were directed to affiliated call centers that conducted the same deceptive 
sales pitch. The Judgments resulted in both permanent injunctions and monetary relief to 
consumers.7 In 2020, the Florida Office of the Attorney General obtained a consent final 
judgment against another similar business imposter which used outbound calls to 
deceptively alert consumers that their computer was infected with a virus or was in 
imminent danger and needed immediate servicing. 

2. Impersonation Scams Exploiting the Appearance of Legitimacy 

In the second category of business imposter scams, an individual, utilizing either a fictitious 
name or an actual business entity, uses the apparent legitimacy of a business name to 
convince consumers to engage in fraudulent or deceptive conduct. In one 2019 case, the 
Arizona Office of Attorney General obtained a consent judgment against several LLCs for 
running a “tonerApirate” scam,AthroughAwhichAtheAimposters sentAfakeAtonerAcartridgeA
invoices to churches, schools and businesses. The Defendants pretended to be the 
companies that the consumers were currently using for ink cartridges. The Defendants in 

7 Kylie Mason, VIDEO CONSUMER ALERT: Millions Available for Victims of Tech Support 
Scams, OFFICE OF THE ATTORNEY GENERAL OF FLORIDA (NOV. 4, 2019) 
http://www.myfloridalegal.com/newsrel.nsf/newsreleases/A8A2B18B402DFBC4852584A80 
05004B2?Open& 

http://www.myfloridalegal.com/newsrel.nsf/newsreleases/A8A2B18B402DFBC4852584A8005004B2?Open&
http://www.myfloridalegal.com/newsrel.nsf/newsreleases/A8A2B18B402DFBC4852584A8005004B2?Open&


 

   
 

 

      
           

         
        

         
      

        
     

        
        
           
  

 
    

 
       

        
       

  
 

         
         

        
       

          
          

          
         

    
 

   
 

 
     

     
       

      
       

         
          

           
          

       
         

that single case were required to pay over $400,000.00 in restitution. These scams need 
not even involve fake products, as in the case of another scam that relies on apparent 
legitimacy, the fake shipping scam. In a fake shipping scam, the imposter purchases a large 
quantity of a product using a stolen credit card and requests that the seller pay a preferred 
shipping company, with the promise of later reimbursement. In fact, the shipping company 
does not exist, but instead the scammers are using fictitious shipping services and keeping 
theA“shipping fee.” ThoughAthereAareAmyriadAotherAmethods by which a business imposter 
scam may occur, these cases are illustrative of some typical means used by scammers and 
the serious financial impact they can inflict on consumers and small businesses. As in the 
first category of business imposter scams, these imposters may establish their legitimacy 
first via telephone calls, but they may also go as far as to create realistic-looking invoices or 
even a website. 

3. Impersonation Scams Involving Person-to-Person Deceptions 

Imposter scams are not limited to situations where a government agency or business is 
being impersonated. State consumer protection agencies also receive, cumulatively, 
thousands of complaints every year regarding imposter scams that do not cleanly fit into 
any single category. 

Some of theseA“miscellaneous” scams may occurAoverAtheAphone,Aas in theAcase ofAa 
“grandparentAscam,” inAwhichAtheAvictimAreceives a callAfromAsomeoneAposing as theirA
grandchild, who frantically claims to be in trouble and in need of immediate money. Another 
scam is knownAas a “romanceAscam,” whichAtypically begins onAa dating app,AwhereAtheA
imposterAhas assumed a fakeAidentity,AwhichAthey useAtoAgainAa victim’sAtrustAtoAdeceive 
them into wiring money to pay for items such as travel documents or plane tickets for a trip 
to visit the victim which never materializes. FTC data show hundreds of millions in losses 
due to romance scams, and data from state consumer protection agencies suggests that 
these scams are only becoming more common. 

II. THE MEANS AND INSTRUMENTALITIES EFFECTUATING IMPERSONATION FRAUD MUST BE 
ADDRESSED 

A. Common Tools of Impersonation Fraud Should be Explored 
The businesses and individuals that impersonate government entities and other businesses 
are not the only participants in impersonation schemes that defraud millions of consumers 
each year. Impersonators oftenAuseAotherAcompanies’Aproducts and services toAexecuteA
their scams. As with other types of consumer fraud, impersonators often use marketing 
companies, call centers, attorneys, third-party mailing services, payment processors, lead 
list providers, remote offices, and other platforms to expand their reach to consumers, to 
makeAtheirAadvertisements lookAmoreAofficial,AtoAappearA“local,” orAtoAmimicAdifferentAfacets 
of government entities and other companies. For example, in F.T.C. v. Your Yellow Book, Inc., 
Your Yellow Book purchased customer lists from a third-party website and used customer 
contact information in the lists to send deceptive mailers that resembled an invoice for a 

https://400,000.00


 

   
 

 

         
     

 
       

    
        

       
       

        
       

     
  

         
        

       
          

         
      

         
 

     
        

      
 

       
       

      
    

    
           

        
         

  
  

           
       

       

        
        

   
 

 

12-monthAsubscriptionAforA“YourAYellowABookAInternetAListing.” No. CIV-14-786-D, 2014 WL 
4187012, at *1, *7 (W.D. Okla. Aug. 21, 2014). 

Another example of impersonators using an instrumentality to effectuate their scams 
involves using third-party payment processing services. Scammers often require certain 
payment methods for fictitious overdue debts (mortgages, utilities, student loans, etc.). In 
another common scam, a person posing as a government official tells a consumer that his 
identity has been compromised and that he must transfer money to the official using a pre-
paid debit card in order to protect his accounts. Many government agencies have issued 
press releases and warnings trying to stem the proliferation of this government imposter 
scam. See, e.g., Taxpayers should watch out for gift card scam, IRS TAX TIP 2019-165 (Nov. 
27, 2019), https://www.irs.gov/newsroom/taxpayers-should-watch-out-for-gift-card-scam. 
Further, in 2018, the attorneys general of Pennsylvania and New York announced that three 
national retailers, Walmart, Target and Best Buy, had voluntarily agreed to change their gift 
card policies to prevent these scams, taking steps including reductions in the amounts that 
can be placed on individual gift cards, restrictions on the redemption of retail gift cards for 
other gift cards and enhanced employee training to recognize the warning signs of a gift 
card scam. See, Attorney General Josh Shapiro Announces Nationwide Gift Card Policy 
Changes from Walmart, Target, and Best Buy to Protect Consumers From Scams (Nov. 20, 
2018), https://www.attorneygeneral.gov/taking-action/attorney-general-josh-shapiro-
announces-nationwide-gift-card-policy-changes-from-walmart-target-and-best-buy-to-
protect-consumers-from-scams/. While these affirmative steps are a critical facet of 
confronting imposter scams, government agencies must remain vigilant of novel attempts 
to use third-party payment processing services for fraudulent ends. 

Dating websites and social media are other tools that impersonators utilize for their 
schemes. In 2020, consumers reported losses of $304 million from romance scams. See 
Emma Fletcher, Romance scams take record dollars in 2020, CONSUMER PROTECTION 
DATA SPOTLIGHT (Feb. 10, 2021), https://www.ftc.gov/news-events/blogs/data-
spotlight/2021/02/romance-scams-take-record-dollars-2020. The amount of money that 
people lost to social media scams more than tripled in the last quarter of 2020, after 
reported losses climbed to $117 million in the first six months of the year. Emma Fletcher, 
Scams starting on social media proliferate early 2020, CONSUMER PROTECTION DATA 
SPOTLIGHT (Oct. 21, 2020), https://www.ftc.gov/news-events/blogs/data-
spotlight/2020/10/scams-starting-social-media-proliferate-early-2020#end1. At the top 
ofAtheAlistAforAsocial mediaAscams wereA“[r]eports aboutAecommerceAsites thatAdon’tAdeliverA
theAgoods.” Id. In 2021, reports of social media scams skyrocketed. Emma Fletcher, Social 
media gold mine for scammers in 2021, Consumer Protection Data Spotlight (Jan. 25, 2022), 
https://www.ftc.gov/news-events/blogs/data-spotlight/2022/01/social-media-gold-mine-
scammers-2021. “MoreAthanA95,000ApeopleAreported aboutA$770 millionAinAlosses toAfraud 
initiated on social media platforms in 2021. Those losses accounted for about 25% of all 
reported losses to fraud in 2021 and represent a stunning eighteenfold increase over 2017 
reported losses.” Id. 

https://www.irs.gov/newsroom/taxpayers-should-watch-out-for-gift-card-scam
https://www.attorneygeneral.gov/taking-action/attorney-general-josh-shapiro-announces-nationwide-gift-card-policy-changes-from-walmart-target-and-best-buy-to-protect-consumers-from-scams/
https://www.attorneygeneral.gov/taking-action/attorney-general-josh-shapiro-announces-nationwide-gift-card-policy-changes-from-walmart-target-and-best-buy-to-protect-consumers-from-scams/
https://www.attorneygeneral.gov/taking-action/attorney-general-josh-shapiro-announces-nationwide-gift-card-policy-changes-from-walmart-target-and-best-buy-to-protect-consumers-from-scams/
https://www.ftc.gov/news-events/blogs/data-spotlight/2021/02/romance-scams-take-record-dollars-2020
https://www.ftc.gov/news-events/blogs/data-spotlight/2021/02/romance-scams-take-record-dollars-2020
https://www.ftc.gov/news-events/blogs/data-spotlight/2020/10/scams-starting-social-media-proliferate-early-2020#end1
https://www.ftc.gov/news-events/blogs/data-spotlight/2020/10/scams-starting-social-media-proliferate-early-2020#end1
https://www.ftc.gov/news-events/blogs/data-spotlight/2022/01/social-media-gold-mine-scammers-2021
https://www.ftc.gov/news-events/blogs/data-spotlight/2022/01/social-media-gold-mine-scammers-2021


 

   
 

 

     
        

            
        

      
            

      
   

      
         

     
 

 
      

 
 

      
        

        
      
         

         
 

 
         

           
      

         
       

      
          

     
       

 
 

        
          

   
          

          
       

      
        

       

Impersonators who combine multiple instrumentalities can increase the pervasiveness and 
effectiveness of their deceptive behavior. In the last year, for instance, many impersonators 
utilized the ubiquity of social media to receive their ill-gotten funds in the form of one of 
the least-regulated forms of payment—cryptocurrency. For example, last year, an 
impersonatorAusing footageAfromAtheAYouTube channelA“Everyday Astronaut,” created a fakeA
live stream of a space launch to solicit bitcoin donations under the guise of a fundraiser for 
St.AJude Children’s Hospital. QueenieAWong, Cryptocurrency scams are all over social 
media. Don’t get�duped., CNET|MONEY (Nov. 10, 2021), https://www.cnet.com/personal-
finance/crypto/cryptocurrency-scams-are-all-over-social-media-dont-get-duped/. 
Around the same time, imposters created Twitter accounts that appeared to be connected 
to a (non-existent) Squid Game crypto coin, swindling buyers out of more than $2 million. 
Id. Impersonators could notAdefraud soAmany consumers withoutAotherAcompanies’Ameans 
and instrumentalities. 

B. Enablers of Impersonation Fraud Should be Held Accountable in Appropriate 
Circumstances 

The staggering financial loss from impersonation fraud requires strong consideration of who 
should be held responsible for impersonation scams. In some cases, companies that 
facilitate impersonation schemes have sufficient information to detect wrongdoing but 
willfully turn a blind eye. Although few imposter cases have held these companies 
responsible for their contributions, cases in other consumer fraud contexts illuminate the 
standards that could be applied to those entities when there is sufficient evidence of 
culpability. 

Some courts have held that companies may be responsible for fraudulent conduct when 1) 
they know or should have known that their products or services are used to perpetuate the 
fraud and 2) they have substantially contributed to the fraud. In Brooks v. CommUnity 
Lending, Inc.,AtheANorthernADistrictACourtAofACalifornia denied defendants’Amotions toA
dismiss, including a motion disputing that RBS was responsible for CommUnity’s TruthAinA
Lending violations. Brooks v. CommUnity Lending, Inc. No. C 07-4501 JF (PVT), 2010 WL 
2680265 at *11 (N.D. Cal. July 6, 2010). The District Court found that plaintiff had 
appropriately pled that the RBS could be liable because RBS substantially assisted 
CommUnity by participating in the creation, design, and formulation of the loan documents 
CommUnity used. Id. 

The United States District Court of Massachusetts ruled similarly when the plaintiff sought 
to amend his complaint to include Bank of America, the assignee of a mortgage and note 
originally issued by Southstar Funding, LLC. McKensi v. Bank of Am., 2010 WL 3781841 at *1 
and *4 (D. Mass. Sept. 22, 2010). In McKensi, the District Court allowed the plaintiff to 
include claims against Bank of America because it filed a foreclosure action when it knew or 
should have known that the mortgage was legally unenforceable. Id. Thus, when an entity 
provides substantial assistance or support to impersonators and knows or should have 
known that their products are services are being used in a fraudulent impersonation 
scheme, that company could also be held liable under the proposed impersonation rule. 

https://www.cnet.com/personal-finance/crypto/cryptocurrency-scams-are-all-over-social-media-dont-get-duped/
https://www.cnet.com/personal-finance/crypto/cryptocurrency-scams-are-all-over-social-media-dont-get-duped/


 

   
 

 

           
            

          
           

      
 

        
       
          

          
   

    
 
      

         
       

            
        

     
            
    

           
       

       
             

           
       

          
 
      

        
          

         
        

      
           

         
      

        
          

     
          

         
       

See Id; Brooks, 2010 WL 3781841 at *11; 16 CFR 310.3(b) (creating a parallel impersonation 
ruleAwithArespectAtoAanyApersonAwhoA“provide[s] substantial assistance or support to any 
seller or telemarketer when that person knows or consciously avoids knowing that the seller 
or telemarketer is engaged in any act or practice that violates §§ 310.3(a), (c) or (d), or § 
310.4 of [the Deceptive telemarking acts or practices] Rule.”A

To be clear, businesses are often victims themselves, and often are partners with regulators 
in investigations of imposter schemes. But, when a business makes an intentional decision 
to substantially support or to willfully ignore an imposter scheme that does harm 
consumers, they should be held accountable for their part in that harm. 

III. THE FAR-REACHING CONSUMER HARMS CAUSED BY IMPOSTER SCAMS 

Impersonation scams cause injury to consumers in several ways. First, consumers 
who fall victim to impersonation scams lose money. Consumers can lose money even 
thoughAtheAsupposed “service” offered by theAimposters oftenAdoes notAmeetAtheA
requirements of the law, is unnecessary or is available through the state for free or a 
nominal fee. For example, in document preparation imposter scams, a consumer may 
receive a solicitationAoffering themA“annual minutes” orA“annual records” thatAappears toA
originate from the state. The consumers may respond with an unnecessary check to the 
imposter believing they met their annual filing requirements. They may not realize they paid 
for a product that is not required by the state until they later receive a notice from the 
state that the annual report is due. Consumers may lose additional money as a cost of 
curing errors stemming from the scam. For example, as a result of receiving a legitimate 
notice from the state that an annual report is due after having already sent a check to an 
imposter, the consumer must still pay to renew their business registration through the 
proper channels. They often pay hundreds of additional dollars in addition to the 
unnecessary amount they lost to the scammer to ensure they are compliant. 

Second, imposter scams drain the limited resources of regulators tasked with 
protecting the public from a wide range of other harms. The amount each consumer loses 
to impersonation scams is often significant to them but is almost invariably insufficient to 
justify the burdens of private litigation that may be required to recover the money without 
government intervention. Simply put, scammers are often counting on the fact that 
consumers rarely have the time and resources to hold them accountable by themselves 
and hope toAavoid theAattentionAofAregulators. ForAexample,AtoAkeep “underAtheAradar”Aof 
regulators, they may offer to refund only those few consumers who notice they have been 
scammed and complain to law enforcement. The imposters seem to believe this increases 
the appearance of legitimacy to regulators who investigate complaints about them. 
However, even if the per-consumer loss is relatively small in the grand scheme of a 
particular imposter operation, those scams involving hundreds or thousands of victims 
often return substantial sums of money to the scammer on the whole. The startup costs of 
running imposter scams are also typically low. Therefore, it is often incumbent upon 
government regulators to spend limited time and resources addressing the conduct. These 



 

   
 

 

         
  

 
       

        
     

          
        

       
         

         
  

 
       

     
          

    
 

     
  

 
     

 
         

      
       

     
        

       
   

 
       
      

          
          
       

      
       

      

 
 

 
 

 
     

resources could be spent helping the public in other ways if imposter scam activities were 
lessened. 

Third, there are other less tangible but nonetheless troubling harms resulting from 
imposter scams. Government imposter scams can cause immense consumer confusion 
and loss of trust in government services and inquiries. Widespread mimicking of 
governmentAdocumentsAcontributes toAtheAerosionAofAtheAstate’s statusAas anAidentifiable,A
trusted source of important information for the public. Business impersonation scams can 
cause consumer mistrust of technologies and well-known companies whose legitimacy 
scammers exploit. Consumers who fall victim to such scams often report they are unsure 
whether to trust future documents from the state, which may be wholly legitimate and 
beneficial to them.8 

Finally, imposter scams cause unnecessary stress and embarrassment for consumer 
victims. This is especially problematic in person-to-person imposter scams, including 
grandparent and romance scams, which often involve the loss of thousands of dollars after 
deeply personal scams are perpetuated. 

IV. THE BURGEONING NEED FOR A ROBUST NATIONAL STANDARD OUTLAWING 
IMPERSONATION SCAMS 

A. The Need for New Regulation 

The quantity and variety of the cases the states have seen manifest a need for new 
regulation from the Federal Trade Commission targeting government and business 
impersonation scams. Such scams are pervasive across the country and undermine the 
public’s trust in government correspondence and business communications. When a 
specific type of unfair or deceptive business practice becomes so prevalent, Commission 
rulemaking is appropriate. Attorneys general welcome these efforts as part of their ongoing 
collaborative relationship with the FTC. 

While impersonation scams affect all kinds of consumers, impostors themselves often 
target vulnerable and marginalized communities, including the elderly and the un-banked. 
State attorneys general play an important role in the prevention and redress of the harm 
these impostors cause, but a robust enforcement scheme at the federal level would help 
deter bad actors and reduce consumer harm. In addition, such a regulation could provide 
needed clarity on what conduct constitutes impersonation, since government and business 
impersonation scams can range from overt pretense to misleading subtlety. A robust 
national standard would also deprive bad actors of the excuse they were allegedly not 

8 “[D]eceptive advertising engenders distrust, which negatively affects people's responses to subsequent 

advertising from both the same source and second-party sources. This negative bias operates through a process of 
defensive stereotyping, in which the initial deception induces negative beliefs about advertising and marketing in 
general, thus undermining the credibility of further advertising.” Peter R. Darke & Robin J.B. Ritchie, The Defensive 
Consumer: Advertising Deception, Defensive Processing, and Distrust, J. MARKETING RES. 44, 114-127 (2007). 



 

   
 

 

        
          

        
          

    
 

         
      

       
    

  
 

      
 

       
      

        
       
      

         
          

          
      

 
 
 

     
     

 
 
 

       
   

 
 
 

       
    

 
 
 

       
     

 
 

aware their activities were illegal in some jurisdictions as opposed to others and provide 
more opportunities for the states to collaborate with the FTC on multistate enforcement 
actions against imposter scammers. At the same time, attorneys general believe the 
standard should act as a floor, making it clear that states are free to enforce their own 
standards, free of any preemption by a federal rule. 

Any regulation that the FTC propounds should consider the viewpoints of all stakeholders, 
including the business community. However, the ultimateAgoal ofAtheACommission’s 
rulemaking should always be to reduce consumer harm and maximize consumer benefits. 
Rules the Commission propounds should also reach typical impersonation scam cases 
Attorney Generals encounter as outlined herein. 

B. The Need for Continuing Consumer Education and Collaborative Prevention Efforts 

The Commission should also publish additional consumer and business education materials 
to help prevent consumers from becoming victims of impersonation fraud. Attorneys 
general have much experience in this arena, as their outreach and education efforts have 
been successful in proactively addressing this issue, although more education is needed 
given the volume of complaints they receive. Attorneys general hope to continue working 
with the FTC and other partners to sound the alarm on impersonation scams. However, 
while education is one important tool in the fight against government and business 
impersonation scams, it must serve as a complement to a strong regulation with a robust 
enforcement scheme rather than as an alternative. 
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